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ABSTRACT

An alarmingtrendin malareattacksis thatthey arearmedwith
stealtly techniqueso detectevade,andsulvert malwaredetection
facilities of the victim. On the defensie side,a fundamentalim-
itation of traditional host-basednti-malvare systemss thatthey
runinsidethevery hoststhey areprotecting(“in thebox”), making
themvulnerableto counterdetectionand subversionby malware.
To addresshis limitation, recentsolutionsbasedon virtual ma-
chine (VM) technologiesadwocateplacingthe malware detection
facilitiesoutsideof theprotectedVM (“out of thebox”). However,
they gain tamperresistancetthe costof losingthe native, seman-
tic view of thehostwhichis enjoyedby the“in thebox” approach,
thusleadingto atechnicalchallengeknown asthe semantigap.

In this paperwe presenthedesignjmplementationandevalua-
tion of VMwatder — an“out-of-the-box"approactthatovercomes
the semanticgap challenge. A new techniguecalled guestview
castingis developedto systematicallyreconstrucinternalseman-
tic views (e.g., les, processesandkernelmodules)f aVM from
the outsidein a non-intrusve manner Speci cally, the new tech-
nigue castssemanticde nitions of guestOS datastructuresand
functionson virtual machinemonitor (VMM)-level VM statesso
thatthesemantiosziew canbereconstructedwith thesemantigap
bridged we identify two uniquemalaredetectiorcapabilities:(1)
view comparison-basedhalware detectionand its demonstration
in rootkit detectionand (2) “out-of-the-box” deploymenbf host-
basedanti-malwae softwae with improveddetectioraccurag and
tamperresistance We have implementeda proof-of-conceppro-
totypeon both Linux andWindows platformsandour experimen-
tal resultswith real-world malware,including elusive kernel-level
rootkits,demonstratéts practicalityandeffectiveness.

Categoriesand Subject Descriptors D.4.6 [Operating Sys-
tem]: Securityandprotection- Invasive software

General Terms Security

Keywords MalwareDetection Rootkits, Virtual Machines

1. INTRODUCTION

Internetmalware (e.g.,rootkitsandbots)is gettingincreasingly
stealtly andelusie: they strive notonly to hidetheirpresencérom
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detectionfacilities in the compromisedsystem,but alsoto detect
andsubvert existing anti-malvaresoftware. A detailedanalysisof
anAgobotvariant[1] hasrevealedthatthe malwarecontainsmali-
ciouslogic to detectandremore morethanl05anti-virusprocesses
in thevictim machine.

The threatsabove are partly attributed to a fundamentalimi-
tation on the defensve side: Most host-basednti-maivare sys-
temsareinstalledandexecutedinsidethe very hoststhatthey are
monitoring and protecting(Figure 1(a)). Although such“in the
box” deploymentwill provide an anti-matvare systemwith a na-
tive, semantic-richview of the host,it in the meantimemakesthe
anti-malvare systemvisible, tangible,and potentially subvertable
to advancedmablareresidingin the host.

To addresghis problem,therehave recentlybeena numberof
solutions[32, 34, 37] thatadwocateplacingthe intrusiondetection
facilities outsideof the (virtual) machinebeingmonitored. Based
on virtual machinetechnologie§17, 26, 31], suchan “out of the
box” approactsigni cantly improvesthe tampetresistancef in-
trusiondetectiorfacilities. A virtual maching VM) achiezesstrong
isolationandcon nes processesunninginsidethe VM suchthat,
evenif they arecompromisecby malware, it will be hard,if not
impossibleto compromisesystemsutsideof the VM.

However, a dilemmaexistsin switchingfrom the “in the box”
approacho the “out of the box” approach:lt is well-knowvn that
thereexistsa“semantiagap” [29] betweertheview of theVM from
the outsideandthe view from theinside— thelatter beingseenby
the traditional, “in the box” anti-malvare systems.For example,
insteadof seeingsemantic-lgel objectssuchas processes,les,
andkernelmoduleswe only seememorypagesregisters anddisk
blocksfrom outsidethe VM, makingit dif cult for “out of thebox”
malwaredetection.In otherwords,the “out of the box” approach
gainstamperresistanceat the costof losing the native, semantic
view of thehostenjoyedby the“in thebox” approach.

The abore dilemmamotivatesus to explore the possibility of
gaining the advantagesof both camps,namely enablingtamper
resistantmalware detectionwithout losing the semanticview. In
this paper we presenthe design,implementationand evaluation
of VMwatcher— a VMM-based, “out of the box” approachthat
overcomeshesemantigapchallenge More speci cally, VMwatcher
instantiateghe generalvirtual machineintrospection(VMI) [34]
methodologyin a non-intrusve mannerso thatit caninspectthe
low-level VM stateswithout perturbingthe VM' s execution. Fur-
thermore,a new techniquecalled guestview castingis developed
to systematicallyre-constructinghe VM' s internal semanticview
(e.g., les, directories,processesand kernel-lezel modules)for
out-of-the-boxmalware detection. The new techniques basedon
the key obsenationthatthe guestOS of a VM providesall neces-
sarysemantiade nitions of guessdatastructuresandfunctionsto
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Figure 1: Malwar e detectionin the traditional “in

constructthe VM' s semanticview. As such,we cancastthemon
theVMM-level obsenationsandexternallyreconstructhe seman-
tic view of thetargetVM (Figurel(b)).

VMw atchemrovidesnew capabilitiesof detectingstealtty mal-
warethatare previously dif cult or impossibleto achieve. In this
paperwe identify anddemonstratéwo suchcapabilities:(1) view
comparison-basestealthymalwale detectionwhichinvolvescom-
paringa VM' s semanticviews obtainedfrom bothinsideandout-
sidefor possiblediscrepang detectionand(2) out-of-the-boyexe-
cution of unmodi ed, off-the-shelfanti-malwae softwae with im-
proveddetectionaccurag. Thisis anextremetestto VMwatchers
semantiayap-narraving techniqueand,interestinglyit furtheren-
ablescross-platformmalware scanningwhereanti-virus software
developedfor one platform can be readily usedfor anotherplat-
form.

We have implementeda VMwatcherprototypeon both Linux
andWindows platformsandevaluatedit with a collectionof real-
world mawareinstancege.g.,kernelanduserlevel rootkits). Ex-

(b) TheVMwatcherapproach

the box” approachand in our VMwatcher approach

VM states.Non-intrusvenesslsomalesit hardfor internalmali-
ciousprocesseto infer (external)VMw atcheractiities.

Second,VMwatchershould signi cantly narrav the semantic
gap suchthatthe samemalware detectionsystemthat runsinside
theVM canalsorun outsideof the VM. As to be shavn, this goal
is critical in enablingthe new stealtly malwaredetectioncapabil-
ities. Speci cally, the goal is realizedby our guestview casting
techniquefor externalreconstructiorof VM semanticview. Based
on the reconstructediew, le or memoryscanningoperationsof
anti-lmaWare systemscanbe performedasif they wereinsidethe
VM -.

Third, VMwatchershouldbe genericand applicableto a wide
rangeof existingVMMs. Currentlythereexist two mainstreanvir-
tualizationapproachesfull virtualizationand para-virtualization.
Full virtualization(asin VMware[17] andQEMU [27]) transpar
ently supportslegacy OSeswithout modifying the guestOS im-
plementationwhile para-virtualizationfasin Xen [26] and User
Mode Linux [31]) is lesstransparen@s it needsto modify the

perimentatesultswith theseelusiverootkitsdemonstrat¥ Mwatchers  sourcecodeof guestOSes. VMw atchersupportsVMMs in both

uniquecapabilityof enablingview comparison-basemhalwarede-
tection. Our VMwatcherprototypealso supportsout-of-the-box
deploymentof avarietyof off-the-shelfanti-malvaresoftwaresuch
asSymantedntiVirus [12] andMicrosoft Windows Defender7].
Therestof this paperis organizedasfollows: Section2 presents
the designof VMwatchey followed by the implementatiordetails
in Section3. We thenpresentevaluationresultsin Section4 and
discusspossiblelimitations in Section5. Finally, Section6 dis-
cusseselatedwork andSection7 concludeghis paper

2. VMWATCHER OVERVIEW

2.1 DesignGoalsand Assumption

Figurelillustratesthekey differencebetweerthetraditional“in-
the-box” approachandthe VMw atcherapproachor maware de-
tection. VMwatcherachieses tampefresistancedy moving mal-
ware monitoring facilities out of the VM being monitored. It is
basedntwo key enablingtechniques(1) non-intrusve VM intro-
spectionfor the procuremenbf low-level (VMM-level) VM state
without relying on ary facility insidethe VM (Section2.2.1)and
(2) guestview castingfor the externalreconstructiorof VM inter-
nal semanticview (Section2.2.2). VMwatcherhasthe following
threedesigngoals:

First, VMwatchershouldnot perturbthe systemstateof the VM
beingmonitored. This will preventVMwatcherfrom affectingthe
normalexecutionof the VM andcausingadwersesideeffects(e.g.,
systeminconsisteng [37]) in the VM. This goalis realizedby our
techniquefor non-intrusve inspectionand analysisof low-level

catgories.

We also note that different VMMs chooseto implementVMs
at differentlevels, imposingvarying compleity on VMwatcher
More speci cally, the lower the virtualizationlevel chosento im-
plementa VM, thewider the semanticgapit will createand,con-
sequentlythe greaterthe challengefor VMwatcherto bridge the
semantiogap. For example,becausef its systemcall level virtu-
alization (enabledby ptrace[31]), UserMode Linux (UML) pre-
senesmuchof the semantidnformation(e.g.,processesandthus
leadsto a muchnarraver semantiaapthanin VMware,Xen, and
QEMU.

Assumption on trusted VMM  In this paper we assumea trust-
worthy VMM model: A malware instancecan compromisearbi-
trary entity and facility inside the VM — including the guestOS
kernelitself. However, it cannotbreakout of the VM andcorrupt
theunderlyingVMM. This modelis basedon the obsenationthat
the codebaseof a VMM is muchsmallerandmorestablethanthe
codein thelegagy OSes.Further it only needso provide arather
limited interface (that can be further examinedand hardened}o
untrustedvVMs in the form of abstractingunderlyingphysical re-
sources.Note thatthis assumptions consistenwith thatof mary
otherVMM-basedsecurityresearclefforts[32, 33,34,37,42]. We
will discusgpossibleattackge.g.,VM ngerprinting) in Section5.

1We needto point out that somehooking-basedeaturesof anti-
makaresystemaarehardto supportby VM introspection Certain
high-level events(e.g.,Windows API callsor hooks),which areof
interestto someanti-virussoftware,cannotbeeasilycapturedrom
low-level VMM obsenations.



2.2 Enabling Techniques

2.2.1 Non-IntrusiveVirtual Machine Introspection

VMw atcherfollows the VM introspectiormethodologyto pro-
curelow-level VM statesexternally. For open-sourc&MMs such
as Xen, QEMU, and UML, we develop non-intrusve VM intro-
spectiorextensiongo obtainfull VM stateincludingthe VM' sreg-
isters,memory anddisk. To achieve non-intrusvenessyve follow
theprinciple of passie obsenationwith no active in uence onthe
VM - this is importantasanimproperin uence would introduce
undesirableconsequencesuchasinconsisteng in the VM' s sys-
temstateor perturbancén the VM' s execution.

For close-sourc&MMs suchasVMware,we have a morelim-
ited acces3o VMM-level obsenrations. For example,we are not
abletoreadvirtual machineegisters(e.g. ,thecontrolregisterCR3)
or monitorvirtual interruptsusingthe off-the-shelfMware. With-
outthe VMM' s sourcecode,VMw atcherhasto rely on whatever
low-level VM stateabstractiorexposedby the VMM. In the case
of VMware,thelimited VM stateview includesthevirtual diskand
physicalmemory Fortunately thesdlimited VM obsenationsstill
allow for thereconstructiorof semanticviews thataresufciently
rich for importantmalare detectionoperationssuchas le and
memoryscanning.Detailsof our non-intrusie VM introspection
techniquewill bepresentedh Section3.

2.2.2 GuestView Casting

GivenaVMM-level VM state our secondechniqueguestview
casting,will externally reconstructhe semantic-lgel view of the
VM thusbridgingthe semantiqggap. We obsere thatthe guestOS
datastructurede nitions (e.g., les anddirectories)and function
semanticqe.g., thatof le systemdrivers)canbe usedas“tem-
plates”to interpretlow-level VM states As such,we cancastthese
guesdatastructuresndfunctionsemanticontheVMM-level VM
obserationsso thatthe VM' s semanticview canbe recreatedex-
ternally For example,givena“li ve” virtual disk of arunningVM,
theguestfunctionssuchasguestdevice driversandrelatedle sys-
tem driversallow us to reconstructsemanticinformation suchas

les anddirectoriesfrom the “raw” bits and byteson the virtual
disk. Similarly, by castingguestmemorydatastructurege.g.,pro-
cesscontrol blocks) and functionsto the physical memorypages
allocatedto a VM by the VMM, we canidentify eachindividual
runningprocesawith its attributessuchasPID andprocessname,
andderive semantidnformationabouteachloadedkernelmodule
insidethe VM.

Guestview castingfurther performshigh- delity restorationof
semanticobjects,so that the restoredobjectsare presentedo an
anti-malvare systemin exactly the sameway asinside the VM.
For example,Tripwire [38] assumesa standardJNIX-lik e le sys-
temlayoutandcalculateghe checksum®f les anddirectoriesto
identify possiblechangesiMcAfee VirusScanexamineslocal le
directoriesand attemptsto spotary existing malwarein thesedi-
rectories.As such,guestview castingneedso further “package”
the objects(e.qg., les anddirectories)in the reconstructedeman-
tic view andseamlesslypresenttheseobjectsto the anti-maivare
systemin their native, manipulableorm.

Finally, we pointoutthatguestview castings performedbutside
of thetarget VM. Basedon the trustworthy VMM model(Section
2.1),ary softwarerunninginsidetheVM is notableto tamperwith
the externalreconstructiorof VM semanticview. Moreover, the
factthatVMM-level VM statesareprocurecthroughnon-intrusve
VM introspectionimpliesthatary malWwareinstancensideatarget
VM is notableto infer or in uence the semanticview reconstruc-
tion actiities of VMwatcher

2.3 New Malwar e Detection Capabilities
VMw atcherprovides the technicalbasisfor a numberof new

malwaredetectiorcapabilities.The rst capabilityis view comparison-

basedietectiorof self-hidingmalware.We have seeranincreasing
numberof elusve mawareinstanceghatactively hidethemseles
aswell asrelated les or processedy subverting anti-virus pro-
cessegunninginside a system. With view comparisonwe can
corroborateaninternalview (generatedrom insidethe VM) with
anexternalview (generatedrom outsidethe VM) of the sameob-
jectsof interestanddetectthe existenceof hiddenmalwarebased
onthediscrepang exposed.We notethatview comparisorcanbe
basedon eitherthefull semantioviews of a VM, or morefocused,
customizedsiews (e.g.,alist of les/processesatisfyinga certain
condition) generatedy a malare detectionfunction. As an ex-
ample,running the Is commandinside a Linux VM can provide
an internal view of those les underthe currentdirectory With
VMwatcher we canrun the samels commandoutsideof the VM
andobtainan externalview of the les underthe samedirectory
Any differencebetweerthetwo Is resultswill immediatelyleadto
the detectionof hidden les.

View comparisoris not limited to a VM' s persistenstatessuch
asdisk les. It canalsobe performedon the VM's volatile states
suchasrunningprocessedpadedkernelmodulesor evencurrent
statisticsabouta particularNIC device. We nd this capability
highly valuable,especiallywhen detectingadvancedkernel-lesel
rootkits that hide running processe®r kernel modules(Section
4.1). We pointout thatview comparisorwould be infeasiblewith-
out VMwatcher: If separatedby a semanticgap, the internaland
externalviews of aVM would not be directly comparable.

The secondcapabilityis “out-of-the-box” executionof off-the-
shelfanti-maivaresystemswhichimprovesthedetectioraccurag
aswell astampefresistancef thesesystemsMoreover, sincethe
guestOSof aVM maybedifferentfrom thehostOS, it is possible
to performcross-platforrmalwaredetectionwhereanti-maivare
softwaredevelopedfor oneplatform(e.g.,Windows) canbereadily
usedfor anotherplatform (e.g., Linux). We will shav one such
examplein Sectiond.2.

3. IMPLEMENT ATION

We have implementeda prototypeof VMwatcher which sup-
portsfour existing VMMs: VMware,QEMU, Xen,andUML. The
samedesignandimplementatiormethodologiegould alsobe ap-
pliedto otherVMMs suchaskKVM [5] andVirtualBox[16]. In ad-
dition, VMw atcheris ableto reconstrucsemanticviews of a vari-
etyof VMs, includingWindows 2000/XR RedHatLinux 7.2/8.0/9.0,
andFedoraCore 1/2/3/4.In thefollowing, we describetheimple-
mentationdetails,with a focuson VMM-level VM stateprocure-
mentandsemantic-leel VM view reconstruction.

3.1 VMM-Le vel State Procurement

Full virtualization | Para-virtualization
VMware | QEMU | Xen | UML

VMM-level obsenation

Rawv VM diskimage

sl
Rav VM memoryimage il

T P
O b
T T

Other VM hardvare states
(e.g.,machineregisters)

VM-relatedlow-level events
(e.g..interrupts/traps)

Table 1: VMM-le vel VM state obsewations

As mentionedn Section2.1,VMwatchetlis designedo begener
ically applicableto variousVMMSs. As a result,our prototypeis



basedon VMM-level VM stateabstractiong€ommonlysupported
by theseVMMs. Tablel lists the VMM-level VM stateobsenra-
tionsofferedby thefour VMMs supportedtheopen-sourc®¥ MMs
—QEMU, Xen,andUML —allow full accesso low-level VM states
andevents;while the close-sourc&/Mwareonly exposesthe raw
disk blocksandraw memorypagesallocatedto a VM.

We focus our presentatioron the procuremenpf a VM's raw
disk and memorystates. More speci cally, we needto accessa
VM's raw disk and memorywhile they are being modi ed by a
runningVM. To ensurestateconsisteng, aVMM usuallygrantsan
exclusiveaccesge.g.,with awrite lock) to thevirtualizedresources
(e.g.,memoryor disk) to a VM. As aresult,it could preventary
external processfrom accessinghem. Speci cally, the le lock
in Windows imposedby a runningVMware-base®&M instances
mandatory which meansthat ary other external processsuchas
VMw atcheris notableto readthelocked le. Therearetwo possi-
ble solutions:Oneis to follow the sameapproachakenby current
systembackupsoftware,which utilizes the Volume Shadev Copy
Service(moredetailsin [18]) of Windowsto accesshelocked les.
In otherwords,we cancreatea shadav copy of thelocked le and
instructVMwatcherto accesghe shadev copy for VM statepro-
curementThe otherapproachs to developadevice driver thates-
sentiallysubvertsthe hostWindows kernelandallows VMw atcher
to readthelocked le directly throughthe device driver. Our pro-
totype on the Windows platform takes the rst approachwhich
follows the non-intrusie principleasit will not modify the locked

le. OnUNIX platforms,the le lock is advisory[19] by default,
which meanswve canignorethelock andjustreadthelocked le.

The above stratgy resoles the “read-write” con ict between
running VMs and VMw atcherwhen both are simultaneouslyac-
cessinghe samedisk le in thehostdomain. Notethatfor arun-
ning VM, a le emulatingits virtual disk meansa root le sys-
temor a harddisk partition. While for VMwatcher it is consid-
eredthe externally obsenable VM disk state. We also note that
VMware, QEMU (with KQEMU[28] support),and UML genef
ateatemporarymemory le to emulatetheallocatedraw physical
memoryfor a VM, which allows for externalsimultaneousccess
by VMw atcherfor inspectiorandprocurementHowever, Xenand
QEMU (without KQEMU support)do not createthe correspond-
ing memory le. As such,we needto extendthemto export a
VM's physical memory pages. Fortunately the open-sourcena-
ture of Xen and QEMU facilitatesour solution. In our prototype,
VMw atchertakesadvantageof the libxc library [22] to accesghe
memoryof a Xen-based/M (or DomU) by mappingits physical
memorywith the APl namedxc_map_foeign_range() to its ad-
dressspaceandthenreadingthe contenthroughthe mappednem-
ory. Similarly, we build our own library for QEMU, which es-
sentiallyallows for externalaccesof VMwatcherto the allocated
physicalmemorypagedor a QEMU-based/M.

3.2 SemanticView Reconstruction

BasedntheVMM-level VM raw diskandmemorystatesyMwatche

usegheguestview castingtechniqueo extracthigh-level semantic
information(e.g., les andprocessesandthenpresenthemseam-
lesslyto anti-malvare software. In the following, we describeour
castingmethoddor thetwo mainvirtualizedresources.

Disk statereconstruction: It is straightforvardto reconstructhe
semantioview from theraw virtual disk blocksof a VM, if we un-
derstanchow les anddirectoriesareorganizedin thevirtual disk.
Particularly, our methodcaststhe correspondinglevice driversas
well as le systemdriversof the guestOS for disk semanticview
reconstruction.For Linux, the castingis convenientasthe device
driversand le systemdriversare likely part of the open-source

r

Linux kernel. However, this is not the casefor Windows. The
reasonis that the Windows kerneldoesnot have the correspond-
ing le systemdrivers for the Linux root le systems. For our
VMw atcherprototype we have written Windows device driversto
interpretLinux le systemgext2/ext3root le systems).

Memory statereconstruction: It is amorechallengingaskto re-
constructhesemantioziew of volatile VM memory Similarto the
disk, we areableto procurethe physicalmemorypagesallocated
to a VM by the VMM. However, the challengeis thatit requires
accuratecastingof guestmemorydatastructuresandfunctionsto
understandhow the physicalmemorypagesareutilized. Notethat
the castedguestmemorydatastructuresandfunctionsarespeci ¢
toaVM kernel.

For easeof presentationye focusour discussioron the Linux
platformwith the current32-bit architecturgwhichimpliesthead-
dressablanemoryrange[0, 4G-1]). In Linux, the 4G memory
spaceof a processis split betweenuser space(the bottom 3GB
memory)and kernelspace(the top 1GB memory)andthe Linux
kernelis mappednto every usetrlevel processtartingatvirtual ad-
dres0xC 0000000 Basedonthephysicalmemorylayout,the rst
Linux kernelpage(with virtual addres©xC 0000000 is locatedin
the rst physicalmemorypage(with physicaladdres®x00000000.
This providesthe startingpoint for our guestview castingmethod:
If we canaccesghe memory le containingthe raw memory of
arunningVM, the offset0 in the memory le will correspondo
the currentmemory addressOxC 0000000inside the VM. Next,
we utilize the exportedsymbolinformation?, andapply guestview
castingto identify and reconstructhoseguestdatastructuresof
interest. Figure 2 shavs how guestview castingcan be applied
to reconstructhe volatile kernel memorystateof a Linux-based
VM. Speci cally, every processdn Linux is representedby a pro-
cesxontrolblock (de nedastask_structandall runningprocesses
arelinked by a doubly linked list. The headof this list is keptin
a structurecalled init_task_union which is exportedand can be
identi ed by queryingthe System.mape. Following this pointer
we canfurther parsethe rav memoryimageandtraversethe dou-
bly linked list to reconstructetailedsemanticinformation about
eachrunningprocesge.qg.,its pagetableandmemorylayoutin the
mm_structatastructure).

Fromthe samememoryimage,we canalsocastandreconstruct
a numberof otherimportantkerneldatastructurege.g.,the sys-
temcall table,theinterruptdescriptottable,andthe kernelmodule
list) andidentify the areascontainingcore kernelinstructionsor
instructionsin the loadablekernelmodules. It is worth mention-
ing thatwhenaccessing userlevel memoryaddresg< 3G), it is
usuallyreferringto a virtual memoryaddressspeci c to a partic-
ular procesgsunninginsidethe VM. SinceVMwatcheris running
outsideof the VM, it needdo translatehevirtual memoryaddress
into the correspondinghysical memoryaddresswhich canthen
beaccessethroughthelow-level VMM obsenations.

We notethatexisting hardware hasthe capabilityof automating
the procesf traversingthe pagetablefor the addresgranslation.
However, it hasthe implicit assumptiorthat the running process
hasthe samepagetable base(CR3) asthe memoryaddresgo be
accessed.As a result, our prototypeneedsto externally identify
andwalk throughthe pagetableof aninternalprocesgo obtainthe

2For somecommercialDSessuchasWindows, whichmaynotpro-
videthelocationsof theseémportantsymbols VMw atchewill per
form a full scanon the rawv memoryand identify them by look-
ing for certain “signatures”[24] that are uniqueto kernel-level
data structuresof interest. For example, we have usedso far
0x03001b000000000G0 identify potentialprocessnstancedn the
Windows XP raw memory le.
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Figure 2: Guestview castingfor volatile VM memory state(in Linux)

correspondingphysical memoryaddressand readits contentfor
inspection. The correspondingodeis illustratedbelow in func-
tion vmwatter_vir_mem_gad32 whereaddr is the virtual mem-
ory addresgo be queried;taskpointsto the processcontrol block
(assuminghetask_strucdatastructurein Figure?2) of aninternal
proces®f interestpdeandptereferto apagedirectoryentryanda
pagetableentry associatedvith the internalprocessrespectiely;
andvmwatter_phy memead32readsthe actualphysical mem-
ory contentwith the given physical memoryaddressrom VMM-

basedbsenations.

unsigned int vmwatcher_vir_mem_read32(task, addr) {

/* Step 1: obtain the page directory entry */
pde_addr = task->mm->pgd + (addr >>20) &~3;
pde = vmwatcher_phy_mem_read32(pde_addr);

/* Step 2: obtain the page table entry */

if ( Ypde & PG_PRESENT)) return -1;
pte_addr = pde&~Oxfff + (addr >> 10) & Oxffc;
pte = vmwatcher_phy_mem_read32(pte_addr);

/* Step 3: obtain the physical address  */
if ( !Ypte & PG_PRESENT)) return -1;
phy_addr = pte&~0xfff + addr&Oxfff;

return  vmwatcher_phy_mem_read32(phy_addr);

Although the above descriptionis in the context of Linux, our
guestview casting-basedemanticview reconstructionprovides
a generic,systemationethodologythat can be appliedto various
VMM platformsandoperatingsystems.During the prototypeim-
plementationwe have evaluatedhow differentoperatingsystems,
servicepatches and systemcon gurationsimpactthe castingof
VM statesand events. For example,operatingsystemsnay have
differentmemorylayouts(e.g.,theWindows OShasa2G/2Gmem-
ory split betweeruserandkernelspace)affectingthe externallo-
cationof importantkerneldatastructuresandsymbols.Moreover,

differentversionsof thesameOSmayhave subtlevariationsfor the

samekernel-level datastructure. Con guration variationover the

sameOS (e.g. PAE or swap partitionsupportin modernOSessuch
asWindows andLinux) addsadditionalcompleity to VM seman-
tic view reconstruction However, the guestview castingmethod-
ology remainseffective despitethesedifferencesasshavn by our

evaluationin Sectior4.

4. EVALUATION

We evaluateour prototypeto demonstratéhe two nev malware
detectioncapabilitieSection2.3) enablecby VMwatcher In par
ticular, we shawv: (1) how the view comparison-baseschemeef-
fectively detectsoneof the moststealtly maware— rootkits (Sec-
tion 4.1) and (2) how VMwatcherenables‘out of the box” exe-
cution of legagy anti-malvare systemgqSection4.2). Finally, we
presenperformanceneasuremeresultsin Section4.3.

4.1 View Comparison-basedMalwar e Detec-
tion

View comparison-basechalware detectionattacksthe very na-
tureof rootkits— hiding attackprocesseandrelated les. We have
sofarexperimentedvith morethan10 Windows rootkitsaswell as
a dozenLinux rootkits andthe view comparison-baseschemes
ableto detectall therootkitstestedandpinpointthe corresponding
hiddenprocesseand/or les. Dueto lack of spacewe only present
threeof our experimentdn detail.

Experiment | —view comparisonon volatile states The rst
experimentinvolvesa Windows kernel-level FU rootkit [3]. Figure
3 shavs the screenshoof aninfectedsystemwherethe FU rootkit
runs and hidesa processwith PID 336. The systemis basedon
VMware while the hostOSis Scienti ¢ Linux 4.4 andthe guest
OSis Windows XP with SP2. In the gure, the backgroundGUI
screerwith the Windows commandshellwindow shavs theinside
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Figure 3: A VMwar e-basedwWindows XP VM infected by the FU rootkit

(a) Resultof runningSymantedntiVirus from inside

..................................................................................

(b) Resultof runningSymantedntiVirus from outside

Figure 4: A demonstration of differ ent viewsobtained fr om inside and outside of a hxdef-infected VM

of theVM while theforegroundscreernencapsulatedith adashed
box) on theleft shavs the VMwatcherbasedexternal view of the
runningprocesses the sameVM.

Fromthe gure, we canobsene thata Window commandshell
(PID: 1080)is createdandit is usedto invoke the FU rootkit to hide
process336. This hiddenprocesds arunningSSHclient program
— SSH SecureFile Transfer(version3.2.9). This screenshoélso
shaws a shorthelp messageon how to invoke the FU rootkit as
well ascurrentWindows TaskManagermutput. TheWindows Task
Managerdoesnot list the SSH client processjndicatingthat this
(running)processasbeensuccessfullyhidden.

By comparisonthehiddenprocesss exposedoy theVMw atcher
basedexternalview: Thesmallboxwith solidlinesinsidethefore-
groundscreenhighlights the SshClient.ge processwhich is not
shavn by the (internal) output of Windows Task Manager Al-
thoughwe manually conductthis rootkit attack, VMwatchercan
be readily adoptedby real-world hone/potsto detectin-the-wild
rootkit attacks. In fact, recentincidents[9] shawv that the same
FU rootkit hasbeenactively usedto hidethe presencef advanced
stealtly bots.

Experiment Il —view comparisonon persistentstates In this
experiment,we preparea VMware-basedVindowvs XP VM that
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Figure5: A Xen-basedFedoraCore 4 VM infected by the adore-ngrootkit

containsthe les of two rootkits, Hacker Defender(or hxdef) [4]
andNTRootkit[8], in thec : ndemodirectory Bothrootkits,when
running, are ableto hide selectedattack les andprocessesFor
evaluationpurposewe only runthe hxdefrootkit in the VM. After
activating hxdef, we run the SymantecAntiVirus software inside
theVM andthescanningesultis shavn in Figure4(a). Theresult
indicatesthat the internal view successfullyidenti es NTRootkit
but it missesixdef,becausehelatterhashiddenary le, directory
or procesawith thestring“hxdef” in its name.

Meanwhile we runthesameversionof SymantedntiVirus out-
side of the VM in the host OS andthe scanningis basedon the
VM's semanticview reconstructedy VMwatcher The resultis
shawvn in Figure 4(b). Differentfrom the internalresult, the ex-
ternalresultcatchesoth NTRootkit and hxdef. The differenceis
highlightedby thedashedoxin Figure4(b). More importantly by
comparingthe two views, we caninfer thathxdef,not NTRootkit,
is theonethatis currentlyrunning

Experiment Ill — view comparison on both volatile and per-
sistentstates We describeour experimentwith theadore-ng[13]
rootkit—anadwanced.inux kernelrootkit thatwill directlyreplace
certainkernel-level functionpointersto hide les andprocesses.

Figure5 is a screenshoshaving an adore-nginfection against
a Xen-based~edoraCore4 VM. Within the gure, therearefour
numberedktermwindows. The xtermwindow with the number0
ontheright shavstheinsideof theVM, wheretheadore-ngkernel-
level module (LKM) is rst loaded(insmod/lib/modules/2.6.16-
xenU/misc/ada@-ng-2.6.k). A userlevel programcalled ava is
usedto control the LKM' s functionality Then, a badkdoor dae-
monis executed(/root/demo/bakdoor). After that,adore-ngis in-

structedto concealthe existencesf ary local les named‘back-
door” (ava h badkdoorn andthe backdoordaemonwhosePID is
1490 (avai 1490. As revealedin the samexterm window, the
outputsfrom the commandds and ps are alreadymanipulatedo
concealthe existencesof ary le with the name“backdoor” and
ary processwith PID 1490

The externalview of the VM is shavn on the left side of Fig-
ure5. In particular xtermwindow 2 lists the les underthedirec-
tory /root/demoin theVM; while xtermwindow 3 enumeratesur-
rentrunningprocessesidethe VM. Fromxtermwindow 2, the
internally-concealetiackdoor le is visiblewith VMwatcher Sim-
ilarly, xtermwindow 3 highlightstheinternally-hidderibackdoor”
procesawith PID 1490 This experimentfurtherdemonstratethat
thesemantioview reconstructethy VMw atchercannotbe manipu-
latedby therootkit runninginsidethe VM. As such,view compari-
soneffectively exposegheexistenceof arootkit (evenif thehidden
le andprocesshave unsuspectedames).

4.2 “Out-of-the-Box” Malwar e Detection

By externallyreconstructingemanticviews of VMs, VMw atcher
also supports‘out-of-the-box” executionof a numberof off-the-
shelf anti-malvare systemsand naturally brings up the new ca-
pability of cross-platformmalwvare detection. We have success-
fully experimentedvith 11 real-world anti-virussoftwaresystems,
whichareshavn in Table2. For eachexperimentedanti-virussoft-
ware, Table2 alsosummarizeshe correspondingvaluationervi-
ronmentj.e.,theVMM, thehostOS,andtheguestOS,

In the following, we describean experimentthat deploys the
SymantedAntiVirus software (Windows version)“out of the box”
to detectmalwareinstancesnsidea Linux VM honeypot.
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(a) A screenshadf the SymantedntiVirus softwarebefore
launchingits scanning

...........................................................................................

(b) A screenshoodf the Symante@ntiVirus softwareaftercomplet-
ing its scanning

Figure 6: External inspectionof a honeypotusing the SymantecAntiV irus software (version 10.1.0.396)

Software VMM GuestOS HostOS
Symantec VMware Windows XP (SP2) | Windows
AntiVirus Sener1.0.1 | RedHat7.2,8.0,9.0 | XP (SP2)
10.1.0396 build-29996 | FC1,2, 3,4, RHEL4
Windows Defender| VMware Windows XP (SP2) | Windows
(1.1.1592.0) Sener1.0.1 XP (SP2)
Malicious Software | build-29996 | RedHat7.2,8.0,9.0
Remaoal Tool 1.2 FC1,2,3,4,RHEL4
TrendMicro Xen3.0.2-2 RedHatFC4 Scienti c
SenerProtect VMware Windows XP (SP2) | Linux 4.4
for Linux 2.5 Sener1.0.1 | RedHat7.2,8.0,9.0
build-29996 | FC1,2, 3,4, RHEL4
Kaspersk Xen3.0.2-2 RedHatFC4 Scientic
Anti-Virus5.5 VMware Windows XP (SP2) | Linux 4.4
(trial version) Sener1.0.1 | RedHat7.2,8.0,9.0
build-29996 | FC1,2, 3,4, RHEL4
F-Secure Xen3.0.2-2 RedHatFC4 Scienti ¢
Anti-Virus 5.20 VMware Windows XP (SP2) | Linux 4.4
Build 5050 Sener1.0.1 [ RedHat7.2,8.0,9.0
build-29996 | FC1,2, 3,4, RHEL4
Frisk F-PROT Xen3.0.2-2 Debian3.1 Scienti c
AntiVirus For QEMU RedHat7.2,8.0,9.0 | Linux 4.4
Linux 4.6.6 0.8.2
McAfee UML RedHat7.2,8.0,9.0 | RedHat
VirusScam.24.0 2.4.24 (RHEL4)
Sophos QEMU RedHat7.2,8.0,9.0 | RedHat
Anti-Virus 4.05.0 0.8.2 (RHEL4)
Tripwire 4.05.0 UML RedHat7.2,8.0,9.0 | RedHat
(OpenSource) 2.4.24 (RHEL4)
ClamAV/ 0.88.5 UML RedHat7.2,8.0,9.0 | RedHat
(OpenSource) 2.4.24 (RHEL4)

Table 2: A list of real-world anti-virus software we have exper
imented with VMwatcher.

Experiment IV — cross-platbrm malware detection The
Linux honeg/potis a VMware-basedRedHat 7.2 systemthat con-
tains a numberof remotely exploitable vulnerabilities. We run
SymantedntiVirus (version10.1.0.396)n the Windows hostdo-

main to detectpossibleinfectionsinside the honeypot. Figure 6
shavs two screenshotsf the sameSymantecAntiVirus software
(version10.1.0.396):0ne before launchingthe scanningand one
after completingthe scanning.Speci cally, Figure6(a) shavs that
thecorrespondingirtual disk of thehone/pot VM is externallyin-
terpretedandtransparentlyepresentedsalocal “Z:” drive; while
Figure6(b) reports21infected les in theVM. Particularly, among
thoseinfected les, thereis arootkit namedSHv4 [47], whichre-
placesa numberof system-wideutility commandge.g.,ps,Is, if-
con g, netstat,and syslogdetc.) with its own. We also notice
that thereis a Lion worm infection in the report (highlightedin
the dashedbox of Figure6(b)), which we believe is misclassi ed.
The two identi ed Lion-infected les are tksb and tkp underthe
directory/lib/ldd.sa It turnsoutthattksbis a shellscriptthatfunc-
tionsasalog cleaneywhile tkp is a Perl scriptessentiallyooking
for usernamesand passwerdsin collectednetwork trafc. Later
forensicanalysisrevealsthatanattacler rst exploitedthe Apache
web sener vulnerability[20] to gain systemaccessAfter that, he
exploited the local ptracekernelvulnerability [21] to escalatehis
privilegeto systenroot beforeinstallingthe SHv4rootkit.

For comparisonyve alsorun Microsoft Windows Defender(ver-
sion1.1.1592.0)n the hostdomainto detectpossiblemalarein-
stallationsin this compromisedVM and the result, interestingly
shavs no malwareinfection. It seemshat the currentMicrosoft
Windows Defenderis developedonly for malware on Windows
platformswhile the SymantentiVirus softwareis capableof de-
tectingmalwareon bothWindows andLinux platforms.

4.3 Performance

In this sectionwe presentheperformanceneasuremengsults.
We rst notethatVMwatcheris operatedutsideof aVM. As are-
sult, it will notaffectthenormalrunof aVM evenwhenit is being
examined. In the following, We presentwo setsof measurement
results.

The rst setof experimentss to comparethe internalscanning
time andtheexternalscanningime onasetof VM systemsin par
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Figure 7: A comparisonof internal scanningtime and extemal scanningtime

ticular, we choose? differentanti-virussoftwaresystemsandeach
systemperformsan external scanand an internal scanon a par
ticular VM system: (1) SymantecAntiVirus, Microsoft Windows
Defender and Microsoft Malicious Software Remaval Tool each
scanaWindows XP VM (256MB memoryand6GB disk) with the
host OS being the Windows XP Professiona(2GB memoryand
120GB disk); (2) Kaspersk Anti-VirusinspectsaRedHat8.0VM
(1GB memoryand4GB disk) with Scienti ¢ Linux 4.4 asthehost
OS(2GB memoryand180GB disk); (3) F-PROT AntiVirus exam-
inesaDebian3.1Linux VM basednthe XenVMM while domain
0 is runningScienti ¢ Linux 4.4 (4GB memoryand330GB disk);
(4) McAfee VirusScarandSophosAnti-Virus areassignedo look
into aRedHat7.0VM (128MB memoryand512MB disk) thatis
runninginsidea UML VMM. The hostOS is RedHat Enterprise
Linux 4 with 2GB memoryand135GB disk. Theresultsplusthe
total numberof scannedles areshawvn in Figure?. It is interest-
ing to noticethataninternalexaminationalwaystakeslongerscan-
ningtimethanits externalcounterpartaresultthatsoundsounter
intuitive. However, consideringhepotentialdisk /O slowdown in-
troducedby virtualizationaswell astheavailability of largermem-
ory spacein the hostdomain,the shorterexternalscanningime is
actuallyreasonable.
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The secondsetof experimentscalculateghetime neededo an-
alyzealive raw VM memory Note thatin the currentprototype,
we assumehatthe Windows kernel-level symbolsarenot available
dueto its close-sourceaturewhile theLinux symbolsareavailable
andcanbe usedto speedup thememory-relatedemantioview re-
constructionFigure8 shavstheanalysigime neededo examinea
raw Windows memoryimagewhenwe vary thememorysizefrom
128MB to 1GB. As expectedtheanalysigime grows linearly with
the size of availablememoryallocatedto a VM. Our resultsshav

thatwith the availability of Linux symbols,a raw memoryanaly-
sissessiorcanbe nished within just0:5 secondregardlessof the
allocatedmemorysizeof the VM.

5. DISCUSSION

VMwatcherassumes trustworthy VMM layer to isolate un-
trustedprocessemsideamonitoredvM from affectingVMwatcher
This assumptiors neededandreasonablésomeparallelefforts to
build trustworthy VMMs will bedescribedn Section6) becauset
essentiallyestablishesheroot-of-trustof the entiresystemandse-
curesthe lowest-level systemaccessin the following, we discuss
somepossibleattacksagainstVMwatcher

Guestview subversion attack This attackis basedon the ob-
senation that VMwatcherneedsto correctly castguestviews for
theinterpretatiorandunderstandingf guestVM states.As such,
an attacler canintentionallyintroducea subvertedguestfunction,
which is differentfrom the one castedfor semanticview recon-
structionby VMw atcher As anexample insteadf usingtheorigi-
nal Linux kernelschedulewith thedefaultall-taskslist to dispatch
processesan adwancedmalware could implementits own sched-
uler, which maintainsa shadwv list of hiddenprocessesvithout
actuallylinking theminto the all-taskslist. Note thatwithout the
knowledgeof the subvertedschedulerVMwatcheris not ableto
accuratelyidentify all runningprocesses.

Althoughit is challengingto understandhe detailsof subverted
guestfunctions,the subversionbehaior itself could be detected.
Consideringhesamesxample thesubversionof theoriginalsched-
uler codewill essentiallymodify the text segmentof the original
Linux kernel. A simple hashcalculation(e.g,. MD5) canim-
mediatelyleadto its detection. As such,to counterthis type of
attacks,VMwatchercan be extendedto validate the integrity of
theseguestfunctionsaswell asothercritical kernelobjects(e.g.,
sys_call_tablandIDT). Moreover, we canleveragerecentresearch
efforts suchasCopilot [51] andthe relatedspeci cation-basedh-
tegrity checking[50] to detectthesesulversionattacks.

Guestcachingexploitation This attackmayoccurif amodi ed

le is notre ectedin time in the disk thatis being examinedby
VMw atcher Onepotentialresultfrom this attackis thatamalware
may avoid ary le scanning-basedetectionasit candeliberately
hideitself insidethe cachewithout actuallycommittingto thedisk.
Therearetwo possiblecountermeasuresoneis to make surethat
thoserelatedguestkernelthreadssuchasbd ush andkupdatedu-
tifully look for dirty pagesand ush themto thediskin time. The
seconccountermeasuras to directly examinethe cachedcontents
throughVM introspectiorsincethe cachedcontentsarestill in the



volatile memory However, onechallengehereis to seamlesslyn-
tegratethe memorycontentwith relateddisk les andpresenthem
transparentlyo the externalanti-virusprocesses.

VM nger printing  Finally, we notethatthe virtualizedenvi-
ronmentcould potentiallybe ngerprintedanddetected41, 52] by
attaclers. In fact,a numberof recentmalaresystemsareableto
checkwhetherthey arerunninginsideaVM andif so,chooséo ex-
hibit differentbehaior [1]. As acountermeasurewe canimprove
the delity of VM implementatior{e.g.,asproposedn [43, 45]) to
thwart someof the VM detectionschemes Meanwhile,from an-
otherperspectie, asvirtualizationcontinueso gain popularity the
concernover VM detectionmay becomelesssigni cant because
mostmalare would becomeVMM-agnosticonceagain asVMs
couldbeattractive tamgetsfor attaclersaswell.

6. RELATED WORK

Enhancing security with virtualization The rst areaof related
work is the useof virtualizationtechnologiesto enhancesystem
security More speci cally, leveragingrecentadvancesin virtual-
ization,researcherbave adoptedvMs to detectintrusions[34, 37,
44], analyzeintrusions[32, 42], diagnosesystemproblems[40,
57], isolateservices[30, 46], and implementhoneypots [14, 23,
35]. Theseapplicationdeveragethe desirablepropertiesof VMs
(e.g., isolation and dynamic con gurability) to improve security
andaccountabilityof systemswithout having to trustthe guestOS
andapplicationprograms.

Ourwork complementsr enhancetheseefforts by elevatingthe
usability of the VM introspectiomrmethodology{34], which s pio-
neeredy theLivewire system[34]. VM introspectiorin Livewire
is capableof examininglow-level VM statege.g.,disk blocksand
memorypages)from outsidethe VM. However, for thereconstruc-
tion of high-level semanticviews (e.g., les, processesandkernel
modules),t still needsa new technique similar to the guestview
castingtechniquein our system,to effectively bridge the seman-
tic gap. While VMw atcheraimsat supportingegacy anti-maivare
software, Livewire mainly supportsa specialized DS built from
scratchto detecta moretamgetedsetof intrusions.Furthermorewe
proposeand demonstratehe opportunityof view comparisorfor
self-hidingmalwaredetectionwhichis notaddresseth [34].

IntroVirt [37] is anotherclosely relatedwork that appliesVM
introspectionto executevulnerability-speci c predicatesn a VM
for intrusionreproduction. Thereexist two major differencesbe-
tweenlntroVirt andVMw atcher First, IntroVirt developsaspecial-
ized predicateenginethat doesnot aim at accommodatindegacy
anti-malvare systems- a goal achieved by VMwatcher; Second,
IntroVirt needsto overwrite a portion of the vulnerableprogram
codewith its own predicate®r invoke existing codein eitherguest
applicationsor the guestkernel. Suchan approachs considered
intrusive and will introduceundesirableperturbationin the VM.
Consequentlyit needdo resortto takinga checkpoinbf thewhole
VM beforemakingary changedo the VM stateandrolling back
to thesared checkpointf perturbancés detected37]. In contrast,
VMw atchertakesa non-intrusve approachandaimsat externally
reconstructing/M semantioziews.

Implementing malware with virtualization  Leveragingvirtu-
alizationtechnologiesresearcherbave alsodemonstratethe po-
tential of implementingvirtualization-basednalare[39, 53, 58].
King etal. [39] proposeghe notion of VM-basedrootkit (VMBR)
which canbe dynamicallyinsertedunderneatfanexisting OS.
Rutkowskaetal. [53] furtherimplementsahardwarevirtualization-
basedrootkit prototypecalled “Blue Pill”, claiming the creation
of 100% undetectablenalware. Anotherhardware virtualization-
basedrootkit — the Vitriol [58] rootkit — independentlycon rms

this signi cant threat. We point out that theseemeping threats
can be mitigated or even defeatedby recentresearchefforts on
securebooting [25] and secureVMMs such as sHype[54] and
TRANGO [15]. With securebooting, VMMs will maintainthe
lowest-level accesgo the systemthus preventing them from be-
ing subverted. Parallelingtheseefforts, VMwatcherassumeshe
non-sulvertability of VMMs in anticipationof future deployment
of theseanti-sulversionsolutions.

Detectingintegrity violations with secuiremonitors VMwatcher
is alsorelatedto projectsthatusesecuremonitorsto detectsystem
integrity violations[33, 49, 50, 51]. Copilot [51] detectgpossible
kernelintegrity violations by runningthe monitoring software on
a separaté’Cl card. The monitoring software periodically grabs
a copy of the systemmemoryand examinespossibleintegrity vi-
olations. A speci cation-basedntegrity checler is later proposed
[50] to examinethe integrity of dynamickernel data. Note that
thesetwo systemsonly take snapshot®f volatile memorystates.
The storage-basethtrusion monitor [49] leveragesthe isolation
provided by a le sener (e.g.,an NFS sener) andindependently
identi es possiblesymptomsof malwareinfectionsin disk states.
Notethatit only capturesa systems persistenstates.As aresult,
it is not ableto detectelusive malwarethatmay be hiding entirely
in thememory(e.g.,kernel-level rootkits). In contrastVMwatcher
examinesbothvolatile andpersistenstatedor malwaredetection.
Detecting malware with cross-viewcomparison The notion of
view comparison-basednalysisis initially proposedby Wang et
al. [55] in their Strider GhostBustersystem. Their systemper
forms two scans— an internal scanand an external cleanscan—
andthe two scanningresultsare then comparedfor maware de-
tection. However, the externalcleanscanis doneby rebootingthe
machinebeingexaminedwith acleanOS (i.e.,aWIinPECD). This
will, unfortunately destry all non-persistenstates.On the other
hand,VMwatchemerformslive VM stateprocuremenandseman-
tic view reconstructiorwithoutlosingary malwareinformation. A
numberof recentrootkit detectiorsystemsuchasRootkitReealer
[11] andBlackLight[2] alsoadoptthe samemethodologyto detect
stealtly malware.However, thereis alack of atrustworthy view for
comparisonas all the views (thoughfrom different perspecties)
aregeneratedrom insidethe systembeingmonitored.
Generalintrusion detectiontechniques Finally, we discusshe
generalintrusiondetectiorsystemgIDS), includingthe host-based
IDS[6, 7,12, 38] andthenetwork-basedDS [10, 48,56]. We note
that a network-based DS is deplo/ed outsideof an end-system,
achieving high attackresistancatthecostof lowervisibility onthe
internalsystemstates A traditionalhost-basedDS runsinsidethe
end-systermandis ableto directly inspectthe statesand eventsof
thesystemachieving bettervisibility. However, it sacri cestamper
resistanceasit couldbecompromisediuringanattack.In contrast,
VMw atcherachiezesstrongettamperresistancevhile maintaining
high visibility onthe system$internalsemanticstates.

7. CONCLUSION

We have presented/Mwatcher a novel VMM-basedapproach
thatenables'out-of-the-box”maWwaredetectionby addressinghe
semanticgap challenge. More speci cally, VMwatcherachieves
strongertampetresistancddy moving anti-matvare facilities out
of the monitoredVM while maintainingthe native semanticview
of the VM via external semanticview reconstruction.Our eval-
uationof the VMwatcherprototypeon both Linux and Windows
platformsdemonstratests practicality and effectiveness. In par
ticular, our experimentswith real-world self-hidingrootkitsfurther
demonstratehe power of the nav malware detectioncapabilities
enabledby VMwatcher
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